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It is considered reliability and safety of the computer systems. Particular attention is directed
to the security problem. It is important to any system, including knowledge reveal and assessment
electronic systems. It is given analysis the methods and means of the securite with its positive and
negative sides. Specific system, "Cybertest" - is an example showing that safety should be ensured
reliability and safety of combined methods, such as identification, the use of passwords, data
encryption cryptography methods and algorithm. Because of programming language VBA is not rich
their own libraries, the cryptography algorithms has been developed and is included as an attachment

current document (this attachment programming code can use anyone)
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Public Function UsbOff()
Dim RegKey As String
RegKey = " HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\USBSTOR\Start"
RegKeySave RegKey, 4

End Function

OHMQMO3 BLIZOM 300D BIBL PM5039MOL Folivm0Tsm oMY IJEOMIID MYROLEBHMIOL
O0Igeoi YOOHMB3geygmxl EM039Mm0L Fomdsl. 04993 SbYmo (335 96 Fiy39@L B39bL
36HMd9dsL, MroYdb 67d0LB0gOL Fgvdwros MYOLE™MYBOL 33K0gds BMmobEobmlb s
6503960 0bgg 39dzsL. sdo@™a Bg9bl dogH d94abowo sEym®omMTom LolEgdol
©506LGo0M9d0l OHML 53¢ MIdEMs© 065Hgds Windows—ob »bozswrw®o bmdgmo
(0096GHOBOISGMMO). 030 YFILIL0d M3IMFONLO LobBYOL FY33wsdWY.
”300965003005”-0b 4583900L5L Im{idgds 0bLEIWE00LLL IR0JLOMYdMEO BrdMol
d9L505d0olMds 56456590 sYxbdE M39Ms30vIo LobEBgdol brdgMmsb. Tglisdsdolimdolisls
3990l 89¢Y4md0b9ds 3BsYmBbol dglobgd/livy®.1/, Fobssmdgy 99dmbggzsdo LolEgds ofjygdl



3000956500471M905L: 03gds 3OMAM5TM0 FMEYIgd0 s 3Mbs39dgd0L BB/ lw6.2/.

'g L D R N e -

PR |

e

L. 1. 99BHYmd0bgds LobBgdol IHBsymnbol Falobgd

‘a v 30 vk it btk ins o ot Loknads -

b od ybgds

=izah mashegege jobebo nbhge

L L et
baggedigioh Tghobyd. Jodmobadyndb bobdgleh
obomansa.

b©.2. 99BYmd0bgds MMM 539w LoliGBals s mbs3989d0L dsBBo sMslb30MboMgdwo Fgmfigzol Tglabgd

3060MmMlol 16030 bmIMOL Lobsbogow 3049bgdm 93wy BLY3LMIMU:
Public Function getWindowID()
Dim strComputer As String
Dim objWMIService As Object, objProcessor As Object

strComputer = "."

Set objWMIService = GetObject("winmgmts:{impersonationLevel=impersonate}'\\" & strComputer &
"\root\cimv2")

Set winSID = objWMIService.ExecQuery("SELECT * FROM Win32_SID")

For Each objWinID In winSID

getWindowID = winSID.SID

Next

End Function
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Recover Online Support Settings  Stop
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Public Function blf_BytesRaw(abData() As Byte, bEncrypt As Boolean) As Variant
Dim nLen As Long, nBlocks As Long, iBlock As Long, j As Long
Dim abOutput() As Byte, abBlock(7) As Byte

Dim ilndex As Long
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nLen = UBound(abData) - LBound(abData) + 1

nBlocks =nlen \ 8

ReDim abOutput(nBlocks * 8 - 1)
ilndex =0
For iBlock = 1 To nBlocks
" Get the next block of 8 bytes
CopyMemory VarPtr(abBlock(0)), VarPtr(abData(ilndex)), 8&
If bEncrypt Then
Call blf EncryptBytes(abBlock())
Else
Call blf DecryptBytes(abBlock())
End If
' Copy to output string
CopyMemory VarPtr(abOutput(ilndex)), VarPtr(abBlock(0)), 8&
ilndex = ilndex + 8
Next
blf BytesRaw = abOutput
End Function
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Pomdmeagboo T MoEbgol 3sbEobs).
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Public Function blf BytesEncRawCBC(abData() As Byte, abInitV() As Byte) As Variant

Dim nLen As Long, nBlocks As Long, iBlock As Long
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Dim abBlock(7) As Byte

Dim iIndex As Long

Dim abReg(7) As Byte, abOutput() As Byte

' Initialisation vector should be a 8-byte array

' This will add zero bytes if too short or chop off any extra

ReDim Preserve ablnitV(7)

' Calc number of 8-byte blocks

nLen = UBound(abData) - LBound(abData) + 1

nBlocks = nlen\ 8

' Dimension output

ReDim abOutput(nBlocks * 8 - 1)

CopyMemory VarPtr(abReg(0)), VarPtr(abInitV(0)), 8&

ilndex =0

For iBlock = 1 To nBlocks

CopyMemory VarPtr(abBlock(0)), VarPtr(abData(ilndex)), 8&

' XOR with feedback register = Pi XOR C_i-1

Call bXorBytes(abBlock, abReg, 8)

" Encrypt the block Ci = Ek(Pi XOR C_i-1)
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Call blf EncryptBytes(abBlock())
CopyMemory VarPtr(abReg(0)), VarPtr(abBlock(0)), 8&
CopyMemory VarPtr(abOutput(ilndex)), VarPtr(abBlock(0)), 8&
ilndex = iIndex + 8

Next

blf BytesEncRawCBC = abOutput

End Function
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60d 0993LgEGHMMbE0s6o BLOWFISH -0l {obsswdogy gl 893939 moww®mos. Mo 899bgds Lumli@
3oLO®YIGOL, 58 dWMOHOMIOLMZOL  LMLE)  AoLoMYdIOL  FoMTmoagbgb obgmo  golowgdgdo,
GHIwgdo3 ImEgdwo S dwmzolbmzol s®BY396 806083 MM gHmMbsoM gagdgb@Bl. Lobsd oM
dmbqgds 4oLsGIOL F9GRIMMMYDs, 50 BMTGbEHOL 50IMBgbs F9vdwgdgwr0s, 5d0EHMT, ) 14396 5O
3LMO®, MM 459m0g4abmm LYLEBHO AOBOMYdO, Bsdob 9396 X9 MBS FMobObMm yoliswgdol
39BOMMYdS S 39909 9950mfdmm, bma 56 5oL S dermzdo ghmbso®mo gwgdab@gdo.
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LoliBgdol 5dobobEBMsGHM®MTs 4s9moyggbml lbgzolo 3sMmero s ImsbEobml 3sdmEool
03035305.

LoLEGYAOL 5EA0bOLEHMSEMOL Fgdeos Bobmlb bE¥gbEOL 356MME0, BMmobobml dolo
3dmbs3999000 LOLEBYSTO 53BHMOODIEF0S S B5dIOML 45FM(300s (LEIBEOL Tog03Mo®) 56
9tob0bml 30b3900L bsb3s s 898MTF0 om0 Po3MEILGds. SBsEMYoM®O 3OHMdEYIs
990d¢9d5 63d0LdogMo LolEgdol fobsdg 0YIL. Sbgmo 3BIMdGIGOOL 15306 SLOEOWYdWs©
bdo6os 09969096 35600l sJoxgzmL Hrdgeody 393-53bJigool 4s9mygbgdom. sGLYdMBAL
650m9600d9 Abs3b0 390-g3mbJizos gugbos: MD5, SHA-1, WHIRLPOOL, SHA-3(Keccak). sbgoo
5¢MM0039d0L J19350M0 000gs IEYMIsMGMdL 03530 BT 0LOBO G0 FoeTbOO300ToM MO
16930900 5699 53 BMbJ30900L godmyabgdoom bwgds GgduGHol oby sdoxnzms HMI sTogOHVIO
G9dbAoLYs6 bfigobo HJuHob s0wEIbs BgrdwrgdgEos. Bsmpsh Y39ty Jo3MEIWIOos
MD5-0 5@60080 , 079335 Y39@obg Mb539M™39 s G BB IL-
©90LMd0m 0m3gds SHA-3(Keccak) — bgerddmgzsbgaro 0moeb osdgbo (Joan Daemen),
Odgendsg 2012 Hoeob goodotrxgs 3:063MBJ0 s a3539bE©s. 39b30bomm yz9wsBy
3M3)MmI0 dEymmoomdo MD5.

5¢mM0mdo MD-5 dg@ymdobgdol {obsbffodo sdmdsggdols 8909 3oo59wdsggdl Aol
512 30056 0erm 39050, OMIWIOOE IYMB0w0s M9J3Ldgd 32 d0E0sb J390c0M39d5.

5 MM0mdob 459mbolZgEgE0s Mmmbo 32 Bo@0sbo J390em30, HMIE9doE gH0sbYd0sb ghm
128 30@05b dem3do. Hobslffomo sd9ds3900lL MML GH9gdu@ob Loa®dg 0BMEYds 512*k-64
00&59¢Y, 59 I0Bbom sl 9Fo3Yds 64 9OH0sbo s 0dYbo Brero Gsdgboi LoFoMms
d9L50580L0 LoMAoL JoboMYds@. 530 gy oL 9Bs3HYOs 64 doG0s60 MHoEb30, MMdgmos
50b0dbs3L T9Bymd0bgd0L LoaMAgL (195¢MOL S 565 SBsEHJOOL T9YAd© J0Mgdwl). gl
bgds 0dobm3z0L, HMI XM 9MM0 BHIJuEHOL BMBs XJMSO 0gml 512-0b, Mo 599(30WIOJL0s
5@ MMH00dol 999amdo 39)domdobm3zol s dgmegs, Bsbsfgmo @Hgdudol LogMdol dglobgd
00935 39MBEGH0L, GMA Lbgoslibgs d9@EYmd0bgdgdo o6 ©ogdligogligdosb gemdsbgmls
©535(3)9d0b 9999 5¢MOHO0TI0 Q9boLDBMIMGdS MmmMbo (3350, HMTWGILSE »MfHmndgb
3905030b 33050l O MHMIgerms 360d3zb9emdYd0 M9J3LdgEMd0m LobEHYdsdo sligmos:

A = (01234567),; B = (89absdef ) ,;C = (fedcba98),,; D = (76543210)

5EMM0mdol J53500 (30300l bdgds Imyz560¢0s (L. 9). gl 3030 {MHIJEYdS LB 56
59m0mH 905 99BHYm006900L y39es 512 3030560 derm3o. (303¢do dglgerol Hob bogds
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Abo3Lo 296MogdboLiYsb, MMIgurbsg ghimgds 9E930. MOMMGME 9Bo3HY 0993dgBX IO (9BN0
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(3309056 Lodbyg (ob. L. 10).
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A ﬂk A

~—+
A 4

d

<

A 4
<LL'Ss

A B C D

M H i = 116 t H
L@, #10. MD5 — ob 9H00 93o30L bdgds. of 1 s60ol 32 B0 0960 J39dm3o ( 1=116 ), - g3woos,
F — 565(6 53030 536J300ss, <<<S 603653L Fodztal dotEbbog S 05660300 s 9930905l 32
9MEOIEOm

900gd M 899l 8999y 9856490 X9M dgmmbg 33wreol 36089369 mds, 89909y (H9JuGHol
J390@mzo (M ) s 8999 398030 Goibgo (1). gmgger 9Be3bg 33°J3b 39b6Lbge39d o
5M5()6O 53030 BMbjsos:

306ggew 993y - F(XY,Z)=(XAY)Vv((=X AZ)
Bgmegdy — G(X,Y,Z)=(X AZ) v (Y A(=2))
Absdgby — H(X,Y,Z)=X ®Y ®Z

dgmmbady — 1(X,Y,Z)=Y &(X v(=Z))

®oMMIMNE 9BHa3bg madabdgdxg® LOMEEgds J999a0 M3JM(30900:

a=b+((@+F(b,cd)+M,; +t;) <<<s)
a=b+((@+G(b,c,d)+M; +t,) <<<s)
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a=b+((A+H(bc,d)+Mj+t;) <<<s)
a=B+((@a+1(bcd)+Mj+tj)<<<s)

5856096 M39M5309d0L Y390 gbM¥ergdol @OML T B ML gBLbge3gd N

36039369 mdgdL. mmbogg 9@930L s8M3MYd0L 89909y F0LIOMEO FJPIA0 MEFEINMOTGGHOL

dMEMEOm 3353 0300095 JosdTOL (33X IOMID O 5EPAMMOMT0 0fjyqdlL sboero dermzol
©53M853900. LEOME MM FodMBobgEgl FoMTMoYIBL 455dTOL (33¢5EYdOL 3MB3oE)SE0s.doLO
36HMyM539w0 3000 Sbgmos:

Public Function MD5(sMessage As String) As String
Dim X, K, AA, BB, CC, DD
Dima,b,C,d
Const S11=7,512=12,513=17,514=22,521=5,522=9,523 = 14,524 =20,S31 =4

Const 532 =11, S33 = 16, S34 = 23, 541 = 6, S42 = 10, S43 = 15, S44 = 21

init
X = ConvertToWordArray(sMessage)
a = &H67452301
b = &HEFCDAB89
C = &H98BADCFE
d = &H10325476
For K = 0 To UBound(X) Step 16
AA=a
BB=b
CC=C

DD=d

FFa,b,C,d, X(K +0),S11, &HD76AA478

FFd,a, b, C, X(K + 1), S12, &HE8C7B756
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FF C, d, a, b, X(K + 2), S13, &H242070DB
FF b, C, d, a, X(K + 3), S14, &HC1BDCEEE
FFa, b, C,d, X(K + 4), S11, &HF57COFAF
FFd, a, b, C, X(K + 5), S12, &H4787C62A
FF C, d, a, b, X(K + 6), S13, &HA8304613
FF b, C, d, a, X(K + 7), S14, &HFD469501
FFa, b, C, d, X(K +8), S11, &H698098D8
FFd, a, b, C, X(K +9), S12, &H8B44F7AF
FF C, d, a, b, X(K + 10), S13, &HFFFF5BB1
FF b, C, d, a, X(K + 11), S14, &H895CD7BE
FFa, b, C, d, X(K + 12), S11, &H6B901122
FFd, a, b, C, X(K + 13), S12, &HFD987193
FF C, d, a, b, X(K + 14), S13, &HA679438E

FFb, C, d, a, X(K + 15), S14, &H49B40821

GGa,b,C, d, X(K + 1), S21, &HF61E2562
GG d, a, b, C, X(K + 6), S22, &HC040B340
GG C,d, a, b, X(K + 11), $23, &H265E5A51
GGb, C, d, a, X(K + 0), S24, &HEIB6C7AA
GGa,b, C, d, X(K +5), S21, &HD62F105D
GG d, a, b, C, X(K + 10), S22, &H2441453
GG C,d, a, b, X(K + 15), 23, &KHDSA1E681
GGb, C, d, a, X(K + 4), S24, &KHE7D3FBC8
GGa, b, C, d, X(K +9), $21, &H21E1CDE6
GG d, a, b, C, X(K + 14), S22, &HC33707D6

GGG, d,a, b, X(K + 3), S23, &HF4D50D87
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GGb, C, d, a, X(K + 8), $24, &H455A14ED
GGa, b, C, d, X(K + 13), S21, &KHA9E3E905
GG d, a, b, C, X(K + 2), S22, &HFCEFA3F8
GG C,d, a,b, X(K + 7), S23, &H676F02D9

GGb, C, d, a, X(K + 12), S24, &H8D2A4C8A

HHa, b, C, d, X(K + 5), $31, &HFFFA3942
HH d, a, b, C, X(K + 8), $32, &H8771F681
HHC, d, a, b, X(K + 11), $33, &H6D9ID6122
HHb, C, d, a, X(K + 14), S34, &HFDE5380C
HHa, b, C, d, X(K + 1), S31, &KHA4BEFA44
HH d, a, b, C, X(K + 4), $32, &H4BDECFA9
HHC, d, a, b, X(K + 7), $33, &HF6BB4B60
HH b, C, d, a, X(K + 10), S34, &HBEBFBC70
HH a, b, C, d, X(K + 13), S31, &H289B7EC6
HH d, a, b, C, X(K + 0), $32, &HEAA127FA
HH C, d, a, b, X(K + 3), $33, &HDA4EF3085
HH b, C, d, a, X(K + 6), S34, &H4881D05
HH a, b, C, d, X(K +9), 31, &HD9D4D039
HH d, a, b, C, X(K + 12), $32, &HE6DB99ES
HH C, d, a, b, X(K + 15), $33, &H1FA27CF8

HHb, G, d, a, X(K + 2), S34, &HC4AC5665

I a, b, C, d,X(K +0), S41, &HF4292244
11d,a,b, C, X(K + 7), $42, &H432AFF97

I1G,d,a, b, X(K + 14), S43, &HAB9423A7
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IIb, C, d, a, X(K + 5), S44, &HFC93A039
IIa,b,C,d, X(K + 12), S41, &H655B59C3
I1d,a, b, C, X(K + 3), $42, &H8FOCCCI2
II1C,d,a b, X(K + 10), 43, &HFFEFF47D
IIb, C, d,a, X(K + 1), S44, &H85845DD1
ITa,b,C,d, X(K+8), S41, &H6FA87EAF
11 d, a, b, C, X(K + 15), $42, &HFE2CE6E0
I1C, d,a b, X(K +6), 43, &HA3014314
IIb, C, d,a, X(K + 13), S44, &H4E0811A1
ITa,b,C,d, X(K +4), S41, &HF7537E82
11 d,a, b, C, X(K + 11), $42, &HBD3AF235
I1C,d,a b, X(K +2), $43, &H2AD7D2BB

IIb,C,d,a X(K+9), S44, &HEB86D391

a = AddUnsigned(a, AA)
b = AddUnsigned(b, BB)
C = AddUnsigned(C, CC)
d = AddUnsigned(d, DD)
Next
MD?5 = LCase(WordToHex(a) & WordToHex(b) & WordToHex(C) & WordToHex(d))
End Function

B396 LobiBHYdsdog 356MEgdol ELLHAOGRMI® A5dM0Ygbgds MD5-0b seaMmM0mdo. Ym39e0
LEAHMIBEOL 3560 PITOROM0s S BsHIT0 0bsbYds IToBGWO BHYJuBo (0b.LmE.11).
LEI6EHOL Ym39e0 93EGHMOHOB300L5L bgds Aol Joge T9g3560o 3mEOL sT0BIMS O

©53086o 3H9JuEHol 89sMgds sMLYIME 35MME™b. sBMbg30L Fgdmbggzsdo bEmwgb@o
3900b 533MMO0DoE0sL , fobsomdgy d90mbggzs5do 3sdm@ol dgbsdsdobo @gdudo.
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Lalifgenm 3Hmakol anadaobs @: Bxmogol lobhnds

®a0BgRoLLos LsgBols sb-gds || LagsBa-L it LoBglfty | geBlamgs | Lonmobdty | Sgmspmact || ofgolgte Solopol 3sbs BeodBagts | wpduogmbo
FeBans, sdogotiods || 3390 xa0Be || Lpgowmeisy Lgfazgiey 2eeeugsbolo | Spmwpratn | LooeoBool || gBeoie, Logte | admpmol eghrpts @sfyges RgHT0YHEs
Bwpagdol 3m6-Bs Be@negdo @bBoggdo L@sEolGozs LsgBols 333mG@sby 239363
8531 23552 Bebogpdgho | asesfods aseey|| xanmol/Bo || dmbiggdgdo || Lsjdosbeods 38mgEgdo  ||Gobagdo, 3sBmpmol @gseds | 338mges || 3s8mgmol mide
» || 2 thstudenti x
L 3ofsgoNe - Lisbgemo - 33yM0 - Sstrmemo - 5
& 1 g™oo SabHomgds 04cad238a0b323820d0c509a6175849b
E] 2 oo AguGatgdy c81e728d9d4c2f636f067f89cc14862¢
] 3 LisBo &LGoHds ecchc87e4b5ce2fe28308fdIf2a7baf3
E] 4 mmbo AguGatgdy a87ff679a2f3e71d9181a67b7542122¢
] 5 bgoo [N L0 ik 2] e4da3b7fbbce2345d7772b0674a318d5
g 6 9d3lo [ 410 L o] 1679091c5a880faf6fb5e6087eblb2de
] 7 83000 &ILGOMHDs 8f1 i 1674 ledd4bea2s4
® 8 g5 HBEOMIDS 9f0f895fbI8abI159751fd0297e236d
& 9 b ALEOHDs 45c48cce2e2d7fbdealafe51c7obad26
& 10 so000 &LGoMs d3d9446802a44259755d38e6d163e820
E & 11 ;gthand AguGatgds 6512bd43d9caabe02c390b0as2652dca
n=. = 12 oom&d &LGoMs c20ad4d76fe97759aa27a0c99bff6710
-2 & 13 320398 AguGatgds c51ced10c124a10e0dbsedba7fc2af39
.é . 14 coeonbd GG aab3238922bcc25a6f606eb525ffdcS6
= = 15 o3begond AbEombs 9bf31c7f062936a96d3c8bd1faf2ff2
] 16 077338 &ILGOMHBs €74d37b01eae257e44aa3d5baded7baf
® 17 Rgod HbEOMDS 70efdf2ecIn086079795¢4426360550
& 18 09358 ALt 6f4922fa5568161a8cdf4ad2299f6d23
& 19 3b™308 HLHOMGDS 1f0e3dad99908345{7439f8ffabdffca
& 20 oo ALt 98f13702210194c475687be6106a3b84
= 21 m3@s)Mon &LGoMds 3c53dc048e8850243be8079a5c74d073
E] 22 mEEamo AguGatgdy b6d767d2f8ed5d21a44b0e5886680ch3
] 23 mzqoolisBo [N L0 ik 2] 37693¢fc748049e45d87b8c7d8b%aacd
g 24 ;mzpemob [ 410 L o] 1ff1de774005f8da13f42943881c655F
] 25 eyzqoobimon &ILGOMDs 8e296a067a37563370ded05f5a3bf3ec -
Record: 4« 1of5098 » M b | & | search [ m ] »
Datasheet View Num Lock o 5
-

T 8.0Lo0" 1 0 REDR s

L@, #10 md5-00 ESFOFHMEO 3sOHMEgdo 3BMHoEwdo.

Loli¢gdol 5cdobolEMsGHM®Mds dcmsbobml 8ggaol gogoedgds.

5MLgdMBL 3OHMdEYTs MHMA LobGHIoL 5EB0EOLEMSBHMMTS FMmobobmlb dgga9gdoL
3945e00905. 300430 BEGHIEIBEDS Bo5d®S godmEs s 00EM dglisdsdolio Jmws. LobEgdol
5030b0LEHGMGHMOL F9de0s 4550ML 3OO0 s IMIBEPObML Joldo 06xMmMTs300L RolifirMgds .
353505 35035390ML BEAWIBEOL 09 F0GdIMO s, b T335W ML LEGIBEGHOL JogH
©58304L0MYOMO 35Uvbo , MOE 259m0[393L FgIFOL 2994oedYOL. MbEs Bm3zsbobmm sigdo
36HMd9dol 35300056 530gds. S5m0 3OMIWGTOL 15306 SLOFOW YIS 30Y9bgdm
GOBOY bgerdmfg®sb .

BOBOME0o Lsbom FoMIMEbowwo 0bxM®MTs300l Fgdmbzg3zs5do 0zOWMo bgwdmfig®s
SLOHYgdl 04039 BBI30dL, MOLSE Jowsw by FoMdmygbowo m3mdgbEol 99dmbggzsdo
B39 9361030 bgedmfgMs s 39390. 3M035¢ 39956580 BoMgdme0s 39305 MO 356Mmbo s
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©™3299963L gm0 bgedmfgmom gosBbos 09HooMwo dows. gl Bodbogl, MmA oy mdzgb
DMLEHO© 03930 00 gobsfigllisOMmEMZML, GMAwol dglmregdss 396Mmboo gsblsBrzm o
9399 439996580, y39ms LoszM Ls30Mbo, 83538060900 (3083OVY bgedmMgMslicsb,
9900¢9d5 gobbomo 0dbsls 09HoorE sB3gdEdo (Lolisds®mEmdo).

BOROMEOo bgwdmfjgms (Digital Signature — DS) 5oL 36039069, H0Igeos

Lo3moegdSL 0deng3s:

1. 8m35bobmm 505398vo 993HYmdbgdol Imner0sbmdol s 93EGHMMOL
5M096G0x035:309. 5d0EHMI 99dwgdgEro 1bEs 0yml, G™Ad 306893, 30U 9GS
5930 §300M3s bgedmfgemHol Lo olowgdmsb, yosgsdml bgwdmfig®s. 50
®30L905L 9096 bywdmfigMol gsvmygsemdgdamdols m™30lgdsls.
2. bgadmfgeobl 53GH™Ms 396 Mbs 9derml 2)omyml mogolo bgardmfges. 50
0300905b 99396 bgedmfigMol 3gHsMymBol m30Lgdsl.
GOBROMEOo bygwdmfids LOergds 390 a0 bdgdol Lsdswgdoom (ob. L. #11).

(m, s) M

m 'y (i‘?L 5} T moa ataho T
m Y i 5 l
bgezdmfeob 3afogogagoob
dGmE e hpdo dGmgeygegbe T *
F 1
k. kp
aahamaaﬂaah aahamaﬁﬂﬁah
33bg®afmeo ¥ 2o ghfogogges

by, #11 gogOwyeo byewdmfjgdol idgds

RO, V0 2oL5MYO0560 30BOWO bgedm{io@ol bdgds Bgodergds s©3HgMMmo
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89900930 356539HMgd00 (M, Kg, Ky, AV) Lssg:

1. M 560l byedmbsfg®o 39¢gmdobgdgdol LodMegeng;
2. Ky 90l bsodem 3obsmgdgdol bodmsgeg;

3. Kp 560b 0os 3oboegdgdol Lodkhsgey;

4. A 560l 00 5¢om®0mdgdol LodM3g, HMIoMs bgds F9@Ymd0bgdolL by dmfig®o;
5. V. 560b 00 5¢0am®omdgdol Lod®egerg, Mmdeomsg bgds bgwdmfio®ol 39005035309;
6. 93b0sb Vae A s VeV Logwogds Gmweds a(m,ks) =v(mkp).

GOBOYo bgedmfig®ols J0M0mMsEO 303g00. sOLJIMOL 30BOY0 byedmfgHol meo
396Lb3539090 BMMIs:
1. 30g6MHEo bgedmfgms, Hmym® 3 89@Ymdobgdol sds@gds (with appendix)
2. 3086?90 bgewdmfg®s 99¢Ymd0obgdol smwygbols (message recivery).
30639 99000b393590 (308300 by dmfigcs gosg399s 5MLIEL 89BHYmd0bYdLmE ghma,
5699 99@BYmd0obgdsl gds@gds 496339990 Momgbmdol do@gdo (MMM Holo dmermdo), Mog
Dom3mMop9bl dm399@0 9E3Ymd0bgdoL 30gOWE bgedm{g®ol. IgmMg 99dmbggzsdo 30
5QMILAL 29593995 BgEdMFgeo O Folivwgdo, HMIoMsE dmbs 893Ymd0bgdols bgdmfgms
Q5 5QMILETS MBS 905 YOBML T9BHYmMd0bGdS. M) A5LOE0S STOFMHYEO FgEYymdobgds,
99Lodegdg0s XM dmgfhgdml bgro dg¢Ygmdobgdsl s 8999y ©s0dogOMU, sb 3oModom, XgO
©5030g30mL s 999 Imgfigcmlb bgwro.
3OBOo bgumdmfg®ols BoelogkozsEos. 0v) dmfiobsswdgagl 89999eos 89gdbsl dmsgdrwo
39¢%9™d06900L gLsdsdolo 3M9dEHvEo bgadmfgMs, 0003wgds, MHMA ol F9w9dE0s Yoogoedmls
b9wdmfgMs. sOLYdMBL 2o9godgdols bbgowalibgs d9dmbggzgdo:
*  LobBgdob LEMEo AoBHIHZs: IMfobssMBYEg SHYObIOL oS QLGOI doowmls
150EMAEOM FOBOMIIO O FO3YgodIML b7d0LB0YMO byedmfg®s;
o 96039MOLOTMEO 2ogoedgds: Bmfoboowdgagl 99deos 0o Rolowgdol
L5dMogd0m F94dbsL 0ligmO SEIYMOOMT0, MHMAOL LETSMGIOMS(3 JOYIYGOL
B900LdogM bgardmfocoals;
e J9MB930000 og4sedgds: 005 RoLOWGIOL A9dMYgbgdom dmfoboswdwgyl 89mderos
d99965L 0Lgmo 9EYmdobYds, HMIol bgedmfig®oi Aol 9daros QoogsedMmls;

29



*  93H0LEHIBE0SWMMHO 45g4oedgds: IMobsomBYGL 0 Folivmgdol LodwsEgdo
3999905 9943651 fiyzoo: 89@Ymdobgds — goendo bgandmigmMs, Boa®oed o6 dgodenos
53MmBGHOMEML d0MgdMEo 993Ygmd0bgdols dobss®lo.

59 B53MmM3e00 300EJMH0TGI0 IER0E0s LodewogMol Jobgom, 6w ;v
d9L5dEgdg0s LOLEBYIOL LOHVIEO YoBgbgs, gb 6odbs3L, HMA 30BOWO bgedm{Fa@ol Lolidgds
d5¢0056 LYLEBH0S s 3oHOJom, M) 899I YdI0s JaHOLEBHIBE0SW MO 2o94oedYdSE 30 —
LoLEGYTs do05b dW0gMHs MBsBOMbMYdOL MZselsBOHOLOM.

0530605350 3b500, 53 POHML 45003500 L{0bYdMO MBS 04658 v B FgliodEwgdMdYdO
3958605 3mfobss0dgaL. I9HBOMI0s 039 565 0L EOMTO S JoFMM3WOm b5T s)d9dd0.
3999905 079 565 300EML bgedm{g®ol 6odmTgdo 56 4s9moyggbml 89300mbg900 MmEs3MEolado
©> 59 3990?.

939509 BoOGH0Z0 ©d 33MFIL IO 0bLEHOYTIHHO FoZHY bgwdmfjgols
560l RSA 300330 m®0mdo. 099939, 5OLYOIMIL 5IMB0M 3MI03GHMIWAMOOMNIJO0 305360
bgdmfig®mob. B396 998mbzgz590 30ygbgdo RSA-L.

RSA-b5 9580yggb90s 30gOM@o bgendmfig®olomgol. bobsd 59960030 LEsbamEgdol
0bbBOEGME0 (NIST) 1994 gl do0gdEs sbow bgardmfg@ol LEsbs®@b, RSA fomdmoagbos
399 BHMIM03 LEHBIOEL OHMYMOE 53900350, S1939 GEL ALMGEOMT0. gl 58S Jobd3Z30M0,
509653 RSA 560l 9000900 439w sy LobM S dW0gMHO VO Folv®gdosbo seramMomdo
(809H95350 0d0bs, M AL Qo560 8930 LYLEO HaMEow o). RSA LolEgds dgodwgds
3990m3099bmm  dg@ymdobgdol bgardmUbsfgmo Gmymea d9@ymdobgdol sds@gdol Lidgdsdo,
51939 99BHY™006930L 45830l bdgdsdo. RSA-L godmboygbgdws ogMvwo
b9wdmfgHobmzol, boFoMms Bozs¢sMMm 39090 3MHMEIINGO0:
3clsdBsgdgero g@s30. B396 99dmbzgzsdo 3arogb@ol Gmerdo 4393w0bgds Access o
L9gH396m0oL MHmerdo MS SQL. BEHIbEHO HMEILSE 5356GBL A5FMEOL Jobo IBOJLOMYdMEO
351H9gd0 0 H536905 300096306 bYM39MBY. B3gbo FoBbos F0BHNEO bgedmgMs Lmcmgo
59 39JLGHL 39 MM. 53498350 Access-0 yHo3b0L m F9BHYmd0bgdsl . Fob Mbs msfgMmls
bgwo 58 m 99EyYmdobgdsl. 5 IoBboom Access-do GgoMmbg3s N= P - q dmEwol go9dg ©s
3930003 gds 005 S LHOWTM QoboMgdgdoL (e,d) fyz0ew0. Access-o boxstrm (Jugerdo)
390513 b360U (n,d) Fyz0el 5699 53 G900b393500 05 FoboMgdl YIogBMSE0SL. STOBOMZOL
23Logdo (N,e), obyzg Emam®E p-L s q-b 3603369 MdIBO 0BHYDS Lo M.
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bgdmfg®ol g@s3o. Access-0 3036536 F9@ymdobgdsl ¢ =m®(modn) ©s gssrabegbols c-ls
SQL-L.
bydmfig®ol d90mfidgdol (39M0x8035300b) 9Bs30. SQL-0 dolmzol 36mdowo HdogMozools
33Bs@gdol (n,d) Bobggom gsdmmgemol m=c? (modn).
MM bs dmbgl sbgom dgdmbggzsdo bgwrdmfigmol 9dm{idgds? oy Gadu@o sfgMowos
Gdgerodqg dmbgdMogz 9bsbyg, 35906 SQL dbmerme 8959mfdgdl, Hmad domgdero @gdudoa
509005 00539 965Dy, Bro3 Mo 4dd 1B 565 153ToMOBO. 1) B39b 30ygbgdo RSA-U
306033060 3560056, 5906 Lo 39mglim A59Mmbsgswo 046905 303393 Vos BgduAL oligmo
UG9BIM GO BMMTs, MMIYoE IsMHIMEgdL SQL-0 ™A 3gdu@To (33¢0wgdYOO 56
dIbEIMS. FoRO0MSQ, 0534193500 IOl Lo®Mdg doEJddo sGoL k , m FgEYmdobydol 3o
t o t<k-32 . ©53135¢ M 99BHYm00bgdsL ot 360056 08gbo bmero, ®Mmd dolo Loy®mdg gobgls
8-U x9M¢0. 530L 899099 ©o3w9FEMmM oMb m(k-t)/8 dsoE0. 3030009000 LEBHGOJMBUL:
P=00| 01| FF ||...|| FF || m
Access-0 byl 5fgmb sbgomo boboom Fomdmygbown 89¢gmdobgdsl.SQL-0 dmabgbl dols
©930x8M305L s 8959mfdgdL F0gdo LEHMOJMBOL BMMIASL. JogMsd 0w 9@ Yymdobydols
Loa®dg 3930 046905 Mol g3mdgby, 8sdob dmaz0(93L Wo3YMm F9BYmd0bYds dePMIYdS©
©5 MOMMIM dM3L (35¢0(35¢039 IM35(9H ™Mo bgaro. Fog™sd 58 998mbzg35d0 X9 gl gOHDO
533306905 5056 OO MM s IO 39BBYds LEdOTOMYdS, ™A 35396ML FgvdE0s
3933500 BMP09MHN0 d™3900. 5d0GHMI ©)39m9L0S, M) 250M304Ygbgdm 9.f. MR (Message
Recovery) 99@&gmd0b9gdol 50960 Liggdsl. sbgoo bdgdol 2s9mygbgdols oMmlb begds
993ymd0bgd0L 39d0Mgds s Access-0 bganl sfig®l dowgdwer Loogl, SQL 30 ©os GHgJuAL
5059bL B00MYdo 993HYMmd0bgd06. FoaMsd 58 d98mbggzsdo 393-3196d300L godmmzerol
5@Mm©00d0 39930 L6 0gmb “@idsIdol MIgd0m” F9EH930L 0350000 S Access-0ab
39053H0360L MM Mbs 80300Mmm s3EJO0MO BMBYDO, MoMd A Mbldmwo 3ogmm, HMI
ol byl 5§gMb Bsdg0o 49oLoEgd0 893Ygmdobgdols 393-3w9bdiosl.
3960053035300l 30M(390019Ms Sql-bg
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SELECT points,
CONVERT (NVARCHAR(100) ,
DecryptByAsymKey (AsymKey ID('AsymmetricKey'),
CipherText, N'VeryVeryStrongPassword')) AS Decrypted,
CASE
WHEN VerifySignedByAsymKey(AsymKey Id('AsymmetricKey'),
points, Signature) =1
THEN N'The data has not been changed.'
ELSE N'The data has been modified!’
END AS IntegrityCheck
FROM AsymmetricTemp;

RSA-U bs50dgmmds, G®mdgeog 9532996905 0o GoEbzol Bod@Em®oBoEool s3msbals o
Gdgeoi 90mfdgdmeos 36053500 farol godm0wgdom, 335derggl 0dol bogdgzganl,
B930035wmm, HMI 308360 bgedm{jgms, 9gldmgdeo 53 seamGomdom, 0g69ds byodgom.
95650 LobsAZ0gdo RSA-I 30MIS0MO 35MI05D6EHO 505D LGOS 00 T9EH93900L d0dsMm,
639003 L 5SOLYIMBL VO0s FoLOMIB0D 3OO3EHMLOLEYINODY, SF0GH™T, 01939, OMAMEE
580836030l MM 56 253Mm0Ygbgds 30MIS0MO 35M05630, s1g3g bgwrdmfgMol dgdmbggzsdo 0
3560560l 3060530600 godmygbgds 56 godegds.

PKCS#1. v 2.1 b3sbom@o RSA-U 30g36wmo byemdmfig®olomgob.
byedmfigol g@s3do.
053999350, Mol Bwdgs n HoEb30, OHMIOol BsbsHgMo mOMdom LolEgdsdo dgoyabl k
0503)1. bgedmgeol Gglolitrmegdes@ Access-0 53oMm9dL 9999 3MM(39EMOM9OL:
1. 399mm3@0l 89@Ymdobadols 309dLom 3mEL 398-83b]ioolb edmmazeols H™mdgeody

(059505 MD-5) 5¢0m®»0mIol Lsdw)oegd0;

2. ©5808653L domqdme 3090500 3mEL s 393-3296300L godmm3OlL seyMmM0mdol
009bGH0R035GHMML

3. 80090 LAMOJMbL JoMEHEO0IB sFoEJOL bYEM356 dooBHL s B0y 0d9b FF
0503 (L 3069 M351), G Jooml k-2 d50E0L Log®dol LG®Modmbo, 9999
©59995390L 01 35031 s J00gdL k-1 Loga®dol LGMOJmbl;

4. 9l LEH®0odmbo Q5Ms0ddbyds g MHoibgzs;

5. Access-0 9ms{gMl byl 59 Hoibgl bgardmio@ol 30H306M0 seam®Oomdom;

6. 900900 MHOEb30 oMo0ddbgds k d50@E0L LogMdol LEGHMOJMbo® S Yosg3gds dYJsL.
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396053035300 9¢&s30.

1.

300909 bE®OJMBL SQL-0 2009396l dmger MoEbzdo; mvy gl Hogbgo dg@Eos
9ol 391dgbg, 35906 250050l 3gmeg 3MM(390MsDY, 0119 565 Bglsd)by;
SQL-0 3580099gbgdl 3063060 39M053035300L 3OMEIMEML S F00Mgdl sboen
6ogbgl;
39050Y356L 59 MobaL LEMmodmbdo;
SQL-0 59m{jdq0L, Gmd LEGHMOJmMbL 3Jmbogl 99990 LEGHGWMIGHMOS

00| 01| FF...FF || 00| D
SQL-0 8msbgbl D-U 98ox®msEosl s 8000gdl 89@ymdobydols 309dL00 3MmEL s
390-33b69300L 350MmmM3e0l SEMOHOMTOL 00IbEH0F035GHMML; Fgodm{Hagdl, Hemd
d9L5dEg09g0 0gml 393-31969 300U 53 5EMG0MTOL o8MmYygbgds;
SQL-0 00030l 3009dweo d9ymdobgdol soxILAEL s 5MYOL Jowgde
S0XJBEHMb.
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13369

Us3ogolGMM  BdMMAoL  39d5B039L oMol 3330BHgB o LolEgdgdol
MBOBOMbMYBS. sbLBoEr0s M) OHMYMEOO 3003306060 gdMwo FgoMYdo MBS godmzoygbmo H™A

5303350 530  393H93900L6.  F9Jdboros  3BIMYMIFMO  3OMONMIGHO  ,3009MRTM (3"
GH0Igos ©35390EGHIOMWos s HoMmBsGHgoom, Ym39eEM0IMI, 58m0yYgbgds Lbgsslbgs
Mb039MLoGYGHYdd0.  Tob  Logymdzgebg  6sB39bgd0s M) Hmyme by  I93byMomm
9mdbds6909wwo GMI 56 IMIBEOBML 3OHMYMSToL gosfgMs s dobo s3@MbmIon® €g70dd0
399mygqbgds . 9939 BMYME 303390 ™30 MHMA 396 F9dwwml 3MIMAMSTMO 3MEOL A5EIb3s.
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The Fourth International Conference "New Trends In Education: Research And Development" (2011)
A Meladze,“"Knowledge Reveal And Assessment Electronic Systems Reliability And Safety®
http://gu.edu.ge/docs/d.2011/conference/programm%?20international%20english%202011.pdf

The Fourth International Conference "New Trends In Education: Research And Development” (2011)
T.Munjishvili, A.Meladze “Knowledge Reveal And Assessment Electronic System "CYBERTEST"”

http://gu.edu.ge/docs/d.2011/conference/programm%?20international%20english%202011.pdf
Caukr-IletepOypr. Tpyzs! ceBepHO-3aIafHOrO IIOIUTEXHUYECKOro WHCTHTyTa. M3matensctBo C3TY

2011

A Meladze, T.Munjishvili “Cucrema 3/1€KTPOHHOTO IUIAHHUPOBAaHMUA U YIpaBIeHUsI ydueOHBIM
mporeccom”

J. Buchmann Introduction to Cruptography Springer, 2004

http://ge.tt/8QhHvpG/v/52

M. Welshendbach Criptography in C and C++, (2005)

http://www.amazon.com/Cryptography-C-Michael-elschenbach/dp/1590595025#reader 1590595025
Dan Boneh (Stanford University) , Online Cryptography Courses, (2013)

https://www.coursera.org/course/crypto
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